Module 11 TCP/IP Transport and Applications Layers – Review Questions
1. What are the primary duties of the Transport Layer ?

2. In the example of speaking a foreign language, what analogy can be used to describe reliability and flow control ?
3.  List some of the basic services of the Transport Layer.
4. Describe the layers of the OSI model at which the TCP/IP suite operate ?
5.  Describe multiplexing.
6.  Describe a typical handshake sequence as two hosts prepare to transfer data from one to the other or to establish a connection.
7.  Describe the two situations in which congestion can occur.
8. What can a receiving host do to prevent data loss when data arrives too quickly ?
9.  Describe the three way handshake ( draw a diagram to show your understanding) and explain why it is important.
10.  What is meant by “sequence numbers are not based on a global clock in the network “ ?
11.  Explain “windowing” as used in flow control.
12.  Give an example of how a window size of 3 packets is negotiated down to 2 packets.

13. What is forward reference acknowledgment ?

14.  Describe TCP as a connection oriented transport layer protocol and list some protocols that use TCP.
15.  TCP encapsulates data into segments. List and describe the fields in a TCP data segment. 

16. Describe UDP as a connectionless transport layer protocol and list some protocols that use UDP

17.   UDP encapsulates data into segments. List and describe the fields in a UDP data segment.

18.  What is the difference between hardware ports and software ports?
19.   Describe TCP and UDP port numbers and how they are used.
20.  List some well known reserved port numbers in TCP and UDP.

21.  Describe the Application Layer of the TCP/IP model.
22. Describe the DNS system

23.  Compare and contrast the FTP and TFTP protocols and why is there a need for both ?
24. Describe the hypertext transfer protocol HTTP.
25. Describe the SMTP protocol.
26. Describe SNMP used in the management of network devices.
27. Describe the  features of Telnet.

Answer True or False for the following :
28. The transport layer establishes a logical connection between two endpoints of a network. 
29. Protocols in the transport layer segment and reassemble data sent by upper-layer applications into the same transport layer data stream. 
30.  This transport layer data stream provides end-to-end transport services.  
31. TCP is a connectionless protocol. TCP requires a connection to be established before data transfer begins 
32. UDP is a connection-oriented protocol that requires a connection to be established before data transfer begins. 
33.  Data loss may occur if a host cannot process data as quickly as it arrives which forces the host to discard the data 
34.  To provide flow control, TCP allows the source and destination hosts to communicate. The two hosts then establish a data-transfer rate that is agreeable to both. 
35.  Synchronization occurs through an exchange of segments that carry a synchronize (SYN) control bit and the initial sequence numbers. 
36.  During transmission , segments that are not acknowledged within a given time period will result in a retransmission 
37. The session, presentation, and application layers of the OSI model are bundled into the Transport layer of the TCP/IP model  
38.  TFTP is a connection oriented service that uses User Datagram Protocol (UDP).   
39.  FTP is a reliable, connectionless service that uses TCP to transfer files between systems that support FTP 
40.  URL is an acronym for Uniform Resource Locator. 
41.  The SMTP protocol transports email messages in ASCII format using TCP. 
42.  SNMP uses UDP as its transport layer protocol.  
