Unit 05 Provide basic system administration (ICAITS024B)

 

Unit outline
 

An introduction to basic networking concepts and the responsibilities involved in network administration.

 

 

Practical Learning Outcomes expected
 

	1. Record security access 
1.1 Client requirements and clearance are obtained according to organisation guidelines

1.2 Security access password is issued to client

1.3 Security documentation and access to client is provided

1.4 Security access is recorded to maintain system integrity

	2. Record software licences 
2.1 Licensed software is determined

2.2 Records of licence number and location are maintained

2.3 Personal computers and network are checked for illegal software

2.4 Illegal software is reported to supervisor

	3. Carry out system backup 
3.1 Back-up procedure is determined according to organisation guidelines

3.2 Back-up is carried out at regular intervals according to organisation specifications

3.3 Back-up is recorded in line with organisation guidelines

	4. Restore system backup 
4.1 Back-ups are restored

4.2 Restore procedure is determined according to the organisational guidelines

4.3 Restores are carried out under supervisor instruction

4.4 Restores are recorded in line with organisation guidelines

	5. Document security access 
5.1 Security access is documented as per clearance guidelines

5.2 Security access register is maintained in line with organisation guidelines


Activities

· There will be a practical hands on session with your teacher in a small group of students. Each group will complete this activity when scheduled to do so as the equipment becomes available. 

· You are to work through each of the following activities, making notes as you go. 

· There will be an excursion to experience a network tour and observe the operation of an established computer network.

· This module will be assessed by your answers to the theory activities, performance in the practical activity, and a test on networking concepts

ACTIVITY 1 – NETWORKING THEORY

Go to the following web sites and find answers to the research questions listed below:

Introduction to networking PowerPoint
http://fcit.usf.edu/network/default.htm
http://prg.ballaratsc.vic.edu.au/network%20pages/network_index.htm
http://www.ap.dell.com/html/ap/nlc/au/en/bsd/net_main.htm
http://www.howstuffworks.com/home-network.htm
http://www.homenethelp.com/
http://www.hardwarecentral.com/hardwarecentral/tutorials/158/1/
http://www.networkingnext.com/
http://paler.com/home_networking.html
http://www.lantronix.com/learning/tutorials/
http://staff.rit.tafensw.edu.au/mfinemore/NW%20Theory%20HTML%20pages/index%20NW%20Theory.htm
http://deepee.idx.com.au/computer_networking_defined.htm
http://deepee.idx.com.au/about_tcp.htm
http://www.pcwebopaedia.com/
http://prg.ballaratsc.vic.edu.au/network%20pages/administrator.htm
Research Questions

1. What is ethernet? Where was it developed and why?

2. Name three different ethernet technologies. Write these up in a table. What type of cable do they use? What type of connector do they use? What topology do they use? What is their maximum segment length and what is their maximum data transfer rate? 

3. Define the term "Bandwidth". Can you give an analogy?

4. Under what circumstances might you consider using a simple bus topology?

5. List the main advantages and disadvantages of using star topology.

6. What is NTFS? When installing Windows NT4, why would you choose this type of file system over FAT16?

7. When using FDISK , what is the question that the software asks you that will cause it to use the FAT32 file system? 

8. What are the responsibilities of the Network Administrator?

Submit your answers for assessment.

ACTIVITY 2 – THE INTERNET

	ITEM
	FUNCTION/MEANING

	ROUTER
	

	TCP/IP
	

	PACKET
	

	FIREWALL
	

	SERVER
	

	RAID DRIVES
	

	BACKUP
	

	NOS
	

	NETWORK TOPOLOGY
	

	BRIDGE
	

	GATEWAY
	

	HUB
	

	SWITCH
	

	PROXY SERVER
	

	MAIL SERVER
	

	NIC
	

	NETWORK CLIENT
	


Play the movie called Net Warriors located on V drive. 

Find out what the following terms mean and the main function for each.

ACTIVITY 3 – NETWORK TOPOLOGIES

Complete the following table:

	 
	NETWORK TOPOLOGY

	
	STAR NETWORK
	RING NETWORK
	BUS NETWORK
	TOKEN RING NETWORK

	Description
	 
	 
	 
	 

	Advantage(s) for a  network
	 
	 
	 
	 

	Disadvantage(s) for a network
	 
	 
	 
	 


ACTIVITY 4 - ETHERNET LAN TUTORIAL

Work through the tutorial at the following site:

http://it.ballaratsc.vic.edu.au/tutorials/Dan's%20tutorials/Networks%20explained.html
ACTIVITY 5 – THE LINUX OPERATING SYSTEM

Investigate the LINUX operating system.

http://www.linux.org.au/LDP/HOWTO/Networking-Overview-HOWTO.html
http://linux.about.com/library/bl/open/newbie/blnewbie_5toc.htm
http://www.tldp.org/HOWTO/Net-HOWTO/
http://www.linux.org.au/LDP/LDP/nag2/
http://dir.yahoo.com/Computers_and_Internet/Software/Operating_Systems/Unix/Linux/
Write a half to one page report on the LINUX operating system. What are the advantages and disadvantages of LINUX compared to more mainstream operating systems like Windows 98, Windows NT or WindowsXP?

ACTIVITY 6 – NETWORKING ETHICS

Investigate networking ethics. Summarise your findings in a half to one page report.

http://www.easytraining.com/networking.htm
ACTIVITY 7 – WIRELESS NETWORKING

Investigate wireless networking. Summarise your findings in a half to one page report.

http://computer.howstuffworks.com/wireless-network.htm
http://www.vicomsoft.com/knowledge/reference/wireless1.html
http://bengross.com/wireless.html
ACTIVITY 8 - NETWORK PROTOCOLS

What is a protocol? Name some common protocols and where they are typically used.

http://www.csu.edu.au/faculty/sciagr/sit/itc525/module6/
NETWORKING REVIEW QUESTIONS

1. Describe the difference between a LAN and a WAN. 

  

2. What are the two basic network configurations? 

  

3. A primary reason for implementing a network is to _______ resources. 

  

4. Name three key resources often shared on a network. 

  

5. In a peer-to-peer network, each computer can act as a _________ and a ________. 

  

6. What is the function of a server in a server-based network? 

  

7. A peer-to-peer network is adequate if _____________ is not an issue. 

 

8. Network professionals use the term _________ to refer to the network's physical layout. 

  

9. The four basic topologies are the _______, ________, ________, and _________ topologies. 

  

10. In a bus topology, all the computers are connected in a series. To stop the signals from bouncing, it is important that a ________ be connected to each end of the cable. 

11. In a ________ topology all segments are connected to a centralized component called a __________. 

  

12. In a ________ topology, a break anywhere in the cable will cause the entire network to go down. 

  

13. The most reliable as well as the most expensive topology to install is the _______ topology. 

  

14. A ring topology passes a ________ from one segment to another. In order for a computer to place data on the network, the computer must be in possession of the _______. 

 Submit your answers for assessment.
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Required - Practical and Teacher observation
The aim of this activity is to give you some introductory practical experience with some important skills in networking. 

The class will be working in small groups for the practical work. You teacher will demonstrate t he required tasks. Keep your results in a folder and submit them for assessment when complete.

Part 1

You are to simulate having a client who has asked you to design a simple network.

It is your job to draw a simple diagram of your planned network. You should include the specifications for each machine, eg Operating system, model, etc; type of cable being used and all your network requirements.

Make notes on how to create user accounts, how to add a user to a group, and how to manage user accounts. These will be your user and technical documentation.

Submit your diagram and documentation for assessment.

Part 2

Complete the exercises in Unit 5 of your Barnes text book (spiral bound book). Some notes on these exercises:

1. Security Access to Files (p 5-5 Barnes)

Use the table below to record the level of access (4 Level 1 access, 4 Level 2 access, 2 Level 3 access) for each person. Those with higher  job titles should have higher level access.

	Name
	Level of Access
	Job Title

	David Robbins
	
	Middle management

	Alice Clague
	
	Senior management

	Joyce Wang
	
	Middle management

	Fiona Coombes
	
	Office worker

	George Watkins
	
	Middle management

	Tony Spiteri
	
	Office worker

	Fred Wu
	
	Middle management

	Alfred Liu
	
	Senior management

	Helen Davidson
	
	Office worker

	Jerry Howard
	
	Office worker


2. Issue Passwords  (p 5-5 Barnes)
The next step is to issue passwords to the users in the table above.

Create 3 word processed documents – one for each level of security. The contents could be as follows:

LEVEL 1 – You have been given Level 1 access.

LEVEL 2 – Congratulations – you have Level 2 access.

LEVEL 3 – You are a supreme being and have Level 3 access!

Password protect each of these files with an appropriate password you have chosen (look in the Tools menu or look up the Help menu if not sure). 

Create ten letters, one for each of the ten people selected in question one. It is strongly recommended that you use "mail-merging" (look up the Help menu if you can’t remember how to mail merge). Make sure you use appropriate/logical file name(s) for these letters. 

· Remember, within these letters you must describe; 

a. the person's name 

b. what level of security they are at,  

c. the list of files their level of security entitles them to access 

d. what password (case sensitive) is required to access the files they are entitled to access. 
This means level 1 people will get 1 password, level 2 people will get 2 passwords and level 3 people will get 3 passwords. 

A sample letter:
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3. System Backups (p 5-6 Barnes)

The following details were obtained from the organisation's computer technicians; 

a) Veritas Backup Exec for Netware. VERITAS Home Page
b) 4mm Dat4

c) 20gig native, 40gig compressed.

d) Differential on Mon-Thurs at night, Full on Friday at night.

Find out about backup techniques used with computer systems and make some notes. Some useful sites:

http://www.macksville-h.schools.nsw.edu.au/IPT/Backup%20Procedures.doc
http://deepee.idx.com.au/data_backup.htm
http://www.linux.org.au/LDP/REF/INTRO/Backup-INTRO/
http://www.boic.net.au/Techarchives/backups.html
http://www.vgcomputing.com.au/dsbackups.html
www.pcguide.com/care/bu/index.htm 

http://www.sybizcare.com.au/support/backups.htm
How does our school backup? Find out and record the details below:

Program used:

Type of backup media used (disk, tape, ??):

Backup method used (incremental, full, differential??):

Frequency of backups:

Storage of backup media:

ACTIVITY – BACKING UP (Q10 p5-7 Barnes)

Requires you to install and use a utility program called Second Copy 97. Your teacher MUST observe you completing the following 2 tasks;

1. Backuping some files

2. Restore some or all of these backed up files 

A utility program called; Second Copy 97 can be found on your network V drive. See your teacher if you have a problem. No answers are required for these questions, teacher observation will be made instead. However, please provide some screen dumps and/or digital pics of you backing up and restoring using this program, with detailed annotations.

 

Sources of Information 
  

Text books. Use your text books, or make arrangements to borrow books on networking from the school or local community library. 

· Essentials of Information Technology by Hamilton and others, Published by Eastern House Pg 580-593. 

· Certificate III Information Technology Student Workbook 1 - Barnes
· Fundamentals of system administration by Hamilton, Published by Eastern House Pg 87-91, 110-123. 

· Internet Siteslisted in this document.
<Date>





<Firstname> <Lastname>


<Title>





Dear <Firstname>





You have been given Level <Level number> security access to files held on the company system. 





The password(s) required to access files at each level you have access to are:





Level 1	<password 1>





<Use an IF statement to determine who gets the other passwords>





If level 2 then <Level 2	<password 2>





If level 3 then <Level 2	<password 2>


<Level 3	<password 3>





Please refer all enquiries to the Systems Administrator.





Yours sincerely


Sign your name
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