Module 6 Switch Configuration  – Review Questions
1. What is the difference between a symmetrical and asymmetrical switch ?

.
2. Describe the LEDs on the front of a switch:
The System LED  --   

The RPS LED -- 
The Mode LEDs --  
The Port Status LED  -- 
Continue the description of the LEDs at the front of a switch by completing the following table. 
	Mode LED
	Colour
	Description

	STAT
	Off
	

	
	Solid Green
	

	
	Flashing Green
	

	
	Alternating Green/Amber
	

	
	Solid Amber
	

	UTIL
	Off
	

	
	Green
	

	DUPLEX
	Off
	

	
	Green
	

	SPEED
	Off
	

	
	Green
	

	
	Flashing Green
	


3. Describe the POST ( power on self test ) as a switch is turned on .
4. State the hyperterminal settings for a switch console connection.
5.  State the most common commands seen during a help (?) command 
User Exec commands: 


Access-enable  :  

Clear :  

Connect:

Disable: 

Disconnect: 

Enable: 

Exit: 

Help: 

Lock:

Login: 

Logout: 

Name-connection: 

Ping: 

Rcommand: 

Resume: 

Show: 

Systat: 

telnet: 

terminal: 

traceroute:

tunnel: 

where:  
6.  Describe some of the show commands in User EXEC mode .
Show version ---  
Show flash or dir flash : 

Show mac-address-table:  
Show controllers ethernet-controller: 

7.  Describe some of the show commands in Priviliged EXEC mode
Show running-config ---  
Show post: 
Show vlan:  
Show interfaces:  
8.  What are the default settings when a switch is powered on ?
9. The following steps will ensure that a new configuration will completely overwrite the current configuration. Describe each.
To remove the current VLAN information, delete the VLAN database file called vlan.dat from the flash directory  --  
Catalyst 2950

Switch# 


Erase the back up configuration file called startup-config 

Switch# 

Restart the switch with the reload command 

Switch# 
Catalyst 1900


Switch#  

10.   A switch should be given a hostname, and passwords should be set on the console and vty lines. Outline these commands for a switch with hostname FHCSwitch.
Switch(config)#  

FHCSwitch(config)#  

FHCSwitch(config-line)#  

FHCSwitch(config-line)#  
FHCSwitch(config-line)#  

FHCSwitch(config-line)#  

FHCSwitch(config-line)#  

11.  A switch should be assigned an IP address ( 192.168.1.2/24 ) so that it can be accessed remotely using Telnet or other TCP/IP applications. A switch should be assigned a default gateway (192.168.1.1) so that when working from the command line interface, other networks can be accessed. Outline these commands for a switch with hostname FHCSwitch. NB Catalyst 2950 and 1900 cisco switches differ in the commands used.
Catalyst 2950

FHCSwitch(config)#   
FHCSwitch(config-if)#  

FHCSwitch(config)#  

Catalyst 1900

FHCSwitch(config-if)#  

FHCSwitch(config)#  

12.  Describe VLAN1 on a switch.
13.  What are the commands to change the Fast Ethernet switch port default settings of auto-speed and auto-duplex manually to full duplex and 100 Mbps ?
FHCSwitch(config)#  

FHCSwitch(config-if)#  

FHCSwitch(config-if)#  
14.  Which commands are used to configure the web interface of a switch ?  
FHCSwitch#  

FHCSwitch(config)#  

FHCSwitch(config)#  

FHCSwitch(config)#  

FHCSwitch(config)#  
15.  What extra functionality does the web interface provide  ?
16.  How do switches discover the MAC addresses of hosts attached to a port ?
17.  What command is used to examine which MAC addresses a switch has learned ?
FHCSwitch#  
18.  Switches learn MAC addresses dynamically and these addresses are discarded after a period of inactivity. Describe this process and how to clear this table of dynamic entries manually.
19.  What are some reasons for statically assigning a MAC address to a switch port ?
20.  How is a static MAC address configured for a switch port and how is it removed ? Give an example of each.
21.  How can port security be enhanced on a switch ?
22. What are the basic configuration tasks on a switch ?
23.    What sort of backup should be made of the switch IOS ?

Answer True or False for the following :
24. Switches are dedicated, specialized computers that contain a central processing unit (CPU), random access memory (RAM), and an operating system.  
25. Switches can be managed and the configuration can be viewed and changed through the console port. 
26. Switches typically have no power switch to turn them on and off. They simply connect or disconnect from a power source 
27. The front panel of a switch has several lights to help monitor system activity and performance. These lights are called light-emitting diodes (LEDs) 
28. > prompt is Priviliged EXEC mode 
29.  # prompt is User EXED mode 
30. Privileged EXEC mode command set includes the configure command as well as all commands from the User EXEC mode. 
31. The configure command allows other command modes to be accessed 
32.  Because these other modes accessed through the configure mode are used to configure the switch, access to Privileged EXEC mode should be password protected to prevent unauthorized use 
33. Switches examine the source address of frames that are received on the ports to learn the MAC address of PCs or workstations that are connected to it. These learned MAC addresses are then recorded in a MAC address table.  Frames that have a destination MAC address that has been recorded in the table can be switched out to the correct interface 
