Module 9 TCP/IP protocol suite and IP addressing – Review Questions
1. What are the four layers of the TCP/IP model ?

Network Access, Internet, Transport and Application Layers. 

2. Describe the Application layer’s role in the TCP/IP model.
The application layer handles high-level protocols, representation, encoding, and dialog control. The TCP/IP protocol suite combines all application related issues into one layer. It ensures that the data is properly packaged before it is passed on to the next layer. TCP/IP includes Internet and transport layer specifications such as IP and TCP as well as specifications for common applications. TCP/IP has protocols to support file transfer, e-mail, and remote login, in addition to the following
3. Describe each of the following protocols:

File Transfer Protocol (FTP) – FTP is a reliable, connection-oriented service that uses TCP to transfer files between systems that support FTP. It supports bi-directional binary file and ASCII file transfers. 

Trivial File Transfer Protocol (TFTP) – TFTP is a connectionless service that uses the User Datagram Protocol (UDP). TFTP is used on the router to transfer configuration files and Cisco IOS images, and to transfer files between systems that support TFTP. It is useful in some LANs because it operates faster than FTP in a stable environment. 

Network File System (NFS) – NFS is a distributed file system protocol suite developed by Sun Microsystems that allows file access to a remote storage device such as a hard disk across a network. 

Simple Mail Transfer Protocol (SMTP) – SMTP administers the transmission of e-mail over computer networks. It does not provide support for transmission of data other than plain text. 

Telnet – Telnet provides the capability to remotely access another computer. It enables a user to log into an Internet host and execute commands. A Telnet client is referred to as a local host. A Telnet server is referred to as a remote host. 

Simple Network Management Protocol (SNMP) – SNMP is a protocol that provides a way to monitor and control network devices. SNMP is also used to manage configurations, statistics, performance, and security. 

Domain Name System (DNS) – DNS is a system used on the Internet to translate domain names and publicly advertised network nodes into IP addresses. 
4.   Describe the Transport layer’s role in the TCP/IP model.

The transport layer provides a logical connection between a source host and a destination host. Transport protocols segment and reassemble data sent by upper-layer applications into the same data stream, or logical connection, between end points.

The Internet is often represented by a cloud. The transport layer sends data packets from a source to a destination through the cloud. The primary duty of the transport layer is to provide end-to-end control and reliability as data travels through this cloud. This is accomplished through the use of sliding windows, sequence numbers, and acknowledgments. The transport layer also defines end-to-end connectivity between host applications. Transport layer protocols include TCP and UDP.

The functions of TCP (connection oriented ) and UDP ( connectionless ) are as follows:

· Segment upper-layer application data 

· Send segments from one end device to another 

The functions of TCP are as follows:

· Establish end-to-end operations 

· Provide flow control through the use of sliding windows 

· Ensure reliability through the use of sequence numbers and acknowledgments 

5.   Describe the Internet layer’s role in the TCP/IP model.

The purpose of the Internet layer is to select the best path through the network for packets to travel. The main protocol that functions at this layer is IP. Best path determination and packet switching occur at this layer. 

The following protocols operate at the TCP/IP Internet layer: 

· IP provides connectionless, best-effort delivery routing of packets. IP is not concerned with the content of the packets but looks for a path to the destination. 

· Internet Control Message Protocol (ICMP) provides control and messaging capabilities. 

· Address Resolution Protocol (ARP) determines the data link layer address, or MAC address, for known IP addresses. 

· Reverse Address Resolution Protocol (RARP) determines the IP address for a known MAC address. 
IP performs the following operations: 

· Defines a packet and an addressing scheme 

· Transfers data between the Internet layer and network access layer 

· Routes packets to remote hosts 

IP is sometimes referred to as an unreliable protocol. This does not mean that IP will not accurately deliver data across a network. IP is unreliable because it does not perform error checking and correction. That function is handled by upper layer protocols from the transport or application layers.
6.  Describe the Network Access  layer’s role in the TCP/IP model
The network access layer, is also called the host-to-network layer. 

The network access layer allows an IP packet to make a physical link to the network media. It includes the LAN and WAN technology details and all the details contained in the OSI physical and data link layers. 

Drivers for software applications, modem cards, and other devices operate at the network access layer. The network access layer defines the procedures used to interface with the network hardware and access the transmission medium. Modem protocol standards such as Serial Line Internet Protocol (SLIP) and Point-to-Point Protocol (PPP) provide network access through a modem connection. Many protocols are required to determine the hardware, software, and transmission-medium specifications at this layer. This can lead to confusion for users. Most of the recognizable protocols operate at the transport and Internet layers of the TCP/IP model. 

Network access layer protocols also map IP addresses to physical hardware addresses and encapsulate IP packets into frames. The network access layer defines the physical media connection based on the hardware type and network interface. 

Here is an example of a network access layer configuration that involves a Windows system set up with a third party NIC. The NIC would automatically be detected by some versions of Windows and then the proper drivers would be installed. In an older version of Windows, the user would have to specify the network card driver. The card manufacturer supplies these drivers on disks or CD-ROMs. 

7. What are the similarities and differences between the TCP/IP and OSI models ?

OSI and TCP/IP models have many similarities: 

· Both have layers. 

· Both have application layers, though they include different services. 

· Both have comparable transport and network layers. 

· Both use packet-switched instead of circuit-switched technology. 

· Networking professionals need to know both models. 

Here are some differences of the OSI and TCP/IP models:

· TCP/IP combines the OSI application, presentation, and session layers into its application layer. 

· TCP/IP combines the OSI data link and physical layers into its network access layer. 

· TCP/IP appears simpler because it has fewer layers. 

· When the TCP/IP transport layer uses UDP it does not provide reliable delivery of packets. The transport layer in the OSI model always does. 

The Internet was developed based on the standards of the TCP/IP protocols. The TCP/IP model gains credibility because of its protocols. The OSI model is not generally used to build networks. The OSI model is used as a guide to help students understand the communication process
8. What is an internetwork ?

A network of networks. The  biggest example being the Internet.

9.  What is meant by scalability and summarisability when it comes to keeping records of networks and pathways to them ?
Routers need to know how to get from any one computer to another on the internet. This is not done by keeping a record of every network but by keeping records of the main ones and pathways to all others. As the data travels through various networks and routers , it should get closer to its destination through easily summarised routing tables ( summarisability ) . Also as networks grow and new ones are created it has to be relatively easy to update all the routing information around the world  (scalability).

10.  What is the unique Layer 2 identification of a host called ? What is the unique Layer 3 identification of a host called?
MAC address and IP address in that order.

11.  Convert 192.168.1.1 to binary. 

11000000. 10101000.00000001.00000001

12.   What is meant by a hierarchical address scheme as used in IP addresses ?
The address contains a network part and a host part. By finding the network first, the first level of the hierarchy is located . Thereafter, the host part can be located within the network.

13.  Complete the following table:

	IP address class
	High Order Bits
	First Octet Address Range
	Number of Bits in Network Address

	Class A
	0
	0-127
	8

	Class B
	10
	128-191
	16

	Class C
	110
	192-223
	24

	Class D
	1110
	224-239
	28

	Class E
	1111
	240-255
	28


127.x.x.x is reserved as a loopback address used for testing and diagnostic purposes.

14.   Complete the following table:
	IP Address
	Binary 1st octet
	Class

	176.186.14.112
	176 = 10110000
	B 

	197.76.210.100
	197 = 11000101
	C

	129.118.32.189
	129 = 10000001
	B

	113.26.172.106
	113 = 01110001
	A

	201.200.100.90
	201 = 11001001
	C

	47.145.148.211
	47 = 00101111
	A


15.  What is meant by a “classful” address ?

An IP address will always be divided into a network and host portion. In a classful addressing scheme, these divisions take place at the octet boundaries.

16.   What is meant by the 1st, 2nd, 3rd and 4th octets of an IP address ?
In the address 192.168.12.1,   each number (separated by a dot from the next ) can be represented by an 8 bit binary number known as an octet. Therefore the 1st octet is 192 in binary =  11000000,

The 2nd octet is the 168 in binary  = 10101000

The 3rd octet is the 12 in binary = 00001100

The 4th octet is the 1 in binary = 00000001

The IP address 192.168.12.1 becomes   

11000000.10101000. 00001100.00000001

17.  What is the difference between a host address, a network address and a broadcast address ?
A host address is a specific IP address eg. 192.168.1.1 .
A network address is the “parent” address of a logical group of hosts. eg. 192.100.1.0 is a Class C network ( why ? ) which has an IP address  range of 192.100.1.0   ---  192.100.1.255. This represents 256 IP addresses . In fact, the first ( 192.100.1.0 known as the network address ) and the last ( 192.100.1.255 known as the broadcast address ) are not available to hosts on that network.

A broadcast address is a special IP address on a network reserved for broadcasting meaning when that IP address is used as a destination address every host on that network has to receive it and process it. 
Eg. 192.100.1.255 is the broadcast address for the Class C network 192.100.1.0

18.  Complete the following table

	IP address
	Class
	Network address
	Broadcast address

	175.10.99.54
	B
	175.10.0.0
	175.10.255.255

	198.123.45.6
	C
	198.123.45.0
	198.123.45.255

	125.124.56.98
	A
	125.0.0.0
	125.255.255.255

	220.67.89.229
	C
	220.76.89.0
	220.67.89.255


19.  Explain unicast, multicast and broadcast addresses
Unicast is destined to one host , multicast is destined to a group of hosts and broadcast is destined to all hosts on a network.
20.  Why would a broadcast address be used ?

To locate a service like a DNS or a DHCP server.

21.  What does a host do when it sees a data packet that neither has its IP address nor a broadcast address ?

It drops ( ignores) the packet.
22.  Why were private IP addresses defined ?
Due to the limitations of the public IP address pool ( range ) private addresses were defined to allow their unlimited internal use within organisations to overcome the limitations of the public IP address range.

23.  Which are the private IP addresses ?
	Class
	Private IP addresses

	A
	10.0.0.0  to 10.255.255.255

	B
	172.16.0.0 to 172.31.255.255

	C
	192.168.0.0 to 192.168.255.255


24.   Briefly describe subnetting.

Subnetting was designed to overcome the problem of many networks with smaller numbers of hosts that required unique network identification. Eg  networks with 2 IP addresses as in a serial link between 2 routers or a network in one section of an organization with only 10 hosts. It would be wasteful to dedicate a whole Class C IP address range for such small networks. As a result subnetting was devised to allow “internal” subdividing of networks as long as rules were followed.  To create a subnet address, a network administrator borrows bits from the host field and designates them as the subnet field. The minimum number of bits that can be borrowed is two. When creating a subnet, where only one bit was borrowed the network number would be the .0 network. The broadcast number would then be the .255 network. The maximum number of bits that can be borrowed can be any number that leaves at least two bits remaining, for the host number.

25.  Discuss the IPv4 vs IPv6 versions of IP addressing.

The Class A and B addresses make up 75 percent of the IPv4 address space, however fewer than 17,000 organizations can be assigned a Class A or B network number. Class C network addresses are far more numerous than Class A and Class B addresses, although they account for only 12.5 percent of the possible four billion IP addresses. 
Unfortunately, Class C addresses are limited to 254 usable hosts. This does not meet the needs of larger organizations that cannot acquire a Class A or B address. Even if there were more Class A, B, and C addresses, too many network addresses would cause Internet routers to come to a stop under the burden of the enormous size of routing tables required to store the routes to reach each of the networks. 
As early as 1992, the Internet Engineering Task Force (IETF) identified the following two specific concerns: 

· Exhaustion of the remaining, unassigned IPv4 network addresses. At the time, the Class B space was on the verge of depletion. 

· The rapid and large increase in the size of Internet routing tables occurred as more Class C networks came online. The resulting flood of new network information threatened the ability of Internet routers to cope effectively. 

Over the past two decades, numerous extensions to IPv4 have been developed. These extensions are specifically designed to improve the efficiency with which the 32-bit address space can be used. Two of the more important of these are subnet masks and classless interdomain routing (CIDR), which are discussed in more detail in later lessons. 
Meanwhile, an even more extendible and scalable version of IP, IP Version 6 (IPv6), has been defined and developed. IPv6 uses 128 bits rather than the 32 bits currently used in IPv4. IPv6 uses hexadecimal numbers to represent the 128 bits. IPv6 provides 640 sextrillion addresses. This version of IP should provide enough addresses for future communication needs. 
Figure shows an IPv4 address and an IPv6 address. IPv4 addresses are 32 bits long, written in decimal form, and separated by periods. IPv6 addresses are 128-bits long and are identifiers for individual interfaces and sets of interfaces. 
After years of planning and development, IPv6 is slowly being implemented in select networks. Eventually, IPv6 may replace IPv4 as the dominant Internet protocol
26.  Identify the following IP addresses as either Private or Public
	IP Address
	Public or Private ?

	178.231.34.43 
	Public

	 10.135.214.213 
	Private

	 172.32.31.115 
	Public

	 192.168.31.200 
	Private

	 200.81.155.77 
	Public

	 172.19.111.110 
	Private

	 10.119.89.116 
	Private

	 198.162.147.16 
	Public

	 174.16.190.32 
	Public

	 172.28.101.222 
	Private


27.   How do network administrators allocate IP addresses on a network ?
Network administrators use two methods to assign IP addresses. These methods are static and dynamic. Later in this lesson, static addressing and three variations of dynamic addressing will be covered. Regardless of which addressing scheme is chosen, no two interfaces can have the same IP address. Two hosts that have the same IP address could create a conflict that might cause both of the hosts involved not to operate properly. Hosts have a physical address by having a network interface card that allows connection to the physical medium.

28.  What types of devices would use static IP addresses ?

Static assignment works best on small, infrequently changing networks. The system administrator manually assigns and tracks IP addresses for each computer, printer, or server on the intranet. Good recordkeeping is critical to prevent problems which occur with duplicate IP addresses. This is possible only when there are a small number of devices to track. 

Servers should be assigned a static IP address so workstations and other devices will always know how to access needed services. Consider how difficult it would be to phone a business that changed its phone number every day. 
Other devices that should be assigned static IP addresses are network printers, application servers, and routers. 

29.   What is RARP and when is it used ?

Reverse Address Resolution Protocol (RARP) associates a known MAC addresses with an IP addresses. This association allows network devices to encapsulate data before sending the data out on the network. A network device, such as a diskless workstation, might know its MAC address but not its IP address. RARP allows the device to make a request to learn its IP address. Devices using RARP require that a RARP server be present on the network to answer RARP requests. 

Consider an example where a source device wants to send data to another device. In this example, the source device knows its own MAC address but is unable to locate its own IP address in the ARP table. The source device must include both its MAC address and IP address in order for the destination device to retrieve data, pass it to higher layers of the OSI model, and respond to the originating device. Therefore, the source initiates a process called a RARP request. This request helps the source device detect its own IP address. RARP requests are broadcast onto the LAN and are responded to by the RARP server which is usually a router. 

RARP uses the same packet format as ARP. However, in a RARP request, the MAC headers and operation code are different from an ARP request. The RARP packet format contains places for MAC addresses of both the destination and source devices. The source IP address field is empty. The broadcast goes to all devices on the network. The destination MAC address as FF:FF:FF:FF:FF:FF. Workstations running RARP have codes in ROM that direct them to start the RARP process. A step-by-step layout of the RARP process is illustrated in Figures [image: image1.png]
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 in Slide 9.3.3. 
30.   Describe BOOTP .
The bootstrap protocol (BOOTP) operates in a client-server environment and only requires a single packet exchange to obtain IP information. [image: image3.png]
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 However, unlike RARP, BOOTP packets can include the IP address, as well as the address of a router, the address of a server, and vendor-specific information. 

One problem with BOOTP, however, is that it was not designed to provide dynamic address assignment. With BOOTP, a network administrator creates a configuration file that specifies the parameters for each device. The administrator must add hosts and maintain the BOOTP database. Even though the addresses are dynamically assigned, there is still a one to one relationship between the number of IP addresses and the number of hosts. This means that for every host on the network there must be a BOOTP profile with an IP address assignment in it. No two profiles can have the same IP address. Those profiles might be used at the same time and that would mean that two hosts have the same IP address. 

A device uses BOOTP to obtain an IP address when starting up. BOOTP uses UDP to carry messages. The UDP message is encapsulated in an IP packet. A computer uses BOOTP to send a broadcast IP packet using a destination IP address of all 1s, 255.255.255.255 in dotted decimal notation. A BOOTP server receives the broadcast and then sends back a broadcast. The client receives a frame and checks the MAC address. If the client finds its own MAC address in the destination address field and a broadcast in the IP destination field, it takes and stores the IP address and other information supplied in the BOOTP reply message. A step-by-step description of the process is shown in Figures [image: image5.png]
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  in slide 9.3.4
31.  Describe DHCP and how it works.

Dynamic host configuration protocol (DHCP) is the successor to BOOTP. Unlike BOOTP, DHCP allows a host to obtain an IP address dynamically without the network administrator having to set up an individual profile for each device. All that is required when using DHCP is a defined range of IP addresses on a DHCP server. As hosts come online, they contact the DHCP server and request an address. The DHCP server chooses an address and leases it to that host. With DHCP, the entire network configuration of a computer can be obtained in one message. [image: image7.png]
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 This includes all of the data supplied by the BOOTP message, plus a leased IP address and a subnet mask. 

The major advantage that DHCP has over BOOTP is that it allows users to be mobile. This mobility allows the users to freely change network connections from location to location. It is no longer required to keep a fixed profile for every device attached to the network as was required with the BOOTP system. The importance to this DHCP advancement is its ability to lease an IP address to a device and then reclaim that IP address for another user after the first user releases it. This means that DHCP offers a one to many ratio of IP addresses and that an address is available to anyone who connects to the network. A step-by-step description of the process is shown in Figures [image: image9.png]
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.in slide 9.3.5.
32.   What problems are present in addressing a host on a network ?
One of the major problems in networking is how to communicate with other network devices. In TCP/IP communications, a datagram on a local-area network must contain both a destination MAC address and a destination IP address. These addresses must be correct and match the destination MAC and IP addresses of the host device. If it does not match, the datagram will be discarded by the destination host. Communications within a LAN segment require two addresses. There needs to be a way to automatically map IP to MAC addresses. It would be too time consuming for the user to create the maps manually. The TCP/IP suite has a protocol, called Address Resolution Protocol (ARP), which can automatically obtain MAC addresses for local transmission. Different issues are raised when data is sent outside of the local area network. 

Communications between two LAN segments have an additional task. Both the IP and MAC addresses are needed for both the destination host and the intermediate routing device. TCP/IP has a variation on ARP called Proxy ARP that will provide the MAC address of an intermediate device for transmission outside the LAN to another network segment.
33.  What is ARP and how does it work ? 

With TCP/IP networking, a data packet must contain both a destination MAC address and a destination IP address. If the packet is missing either one, the data will not pass from Layer 3 to the upper layers. In this way, MAC addresses and IP addresses act as checks and balances for each other. After devices determine the IP addresses of the destination devices, they can add the destination MAC addresses to the data packets. 

Some devices will keep tables that contain MAC addresses and IP addresses of other devices that are connected to the same LAN. These are called Address Resolution Protocol (ARP) tables. ARP tables are stored in RAM memory, where the cached information is maintained automatically on each of the devices. It is very unusual for a user to have to make an ARP table entry manually. Each device on a network maintains its own ARP table. When a network device wants to send data across the network, it uses information provided by the ARP table. 

When a source determines the IP address for a destination, it then consults the ARP table in order to locate the MAC address for the destination. If the source locates an entry in its table, destination IP address to destination MAC address, it will associate the IP address to the MAC address and then uses it to encapsulate the data. The data packet is then sent out over the networking media to be picked up by the destination device. 

There are two ways that devices can gather MAC addresses that they need to add to the encapsulated data. One way is to monitor the traffic that occurs on the local network segment.  All stations on an Ethernet network will analyze all traffic to determine if the data is for them. Part of this process is to record the source IP and MAC address of the datagram to an ARP table. So as data is transmitted on the network, the address pairs populate the ARP table. Another way to get an address pair for data transmission is to broadcast an ARP request. 

The computer that requires an IP and MAC address pair broadcasts an ARP request. All the other devices on the local area network analyze this request. If one of the local devices matches the IP address of the request, it sends back an ARP reply that contains its IP-MAC pair. If the IP address is for the local area network and the computer does not exist or is turned off, there is no response to the ARP request. In this situation, the source device reports an error. If the request is for a different IP network, there is another process that can be used. 

Routers do not forward broadcast packets. If the feature is turned on, a router performs a proxy ARP. Proxy ARP is a variation of the ARP protocol. In this variation, a router sends an ARP response with the MAC address of the interface on which the request was received, to the requesting host. The router responds with the MAC addresses for those requests in which the IP address is not in the range of addresses of the local subnet. 

Another method to send data to the address of a device that is on another network segment is to set up a default gateway. The default gateway is a host option where the IP address of the router interface is stored in the network configuration of the host. The source host compares the destination IP address and its own IP address to determine if the two IP addresses are located on the same segment. If the receiving host is not on the same segment, the source host sends the data using the actual IP address of the destination and the MAC address of the router. The MAC address for the router was learned from the ARP table by using the IP address of that router. 

If the default gateway on the host or the proxy ARP feature on the router is not configured, no traffic can leave the local area network. One or the other is required to have a connection outside of the local area network. 
Answer True or False for the following :
34.  In a network of 20 nodes, 1 collision domain exists if each node is plugged into its own switch port.  (F)
35. Public IP addresses are unique (T)
36. Private  IP addresses are unique (F)
